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Abstract: Secure and Fast Sub-Graph search is system which is used over outsourced cloud database for search graph 

which are same to a queried by the client or user. Graph Data is increasing day by day, so database outsourcing is an 

solution to increasing graph database to the database owner. But, Cloud Database and query service Authority 
providers not trust or may be involved in attacks. In this paper, we propose authentication process techniques using 

Attribute base encryption for checking user credential either trusted or untrusted user to prevent tempering with cloud 

database. We propose a Fast sub graph retrieval technique using apriori algorithm .we also implement the Data 

deduplication to save the space on cloud using hashing generating function to avoid same data copy over cloud 

database. We also propose file ownership generation technique for owner of data. Our compressive results verify the 

effectiveness and efficiency of our proposed techniques.  
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I. INTRODUCTION 

 
Graph is used to represent various complexes structure 

data in various filed like chemical industry a compound 

represented as graph ,biology a protein represented as 

graph, Web topology to design networks, social network 

of site ,attribute graph in computer vision. In such 

application sub graph searching is frequently used to 

search the graph. Example user gives query to graph 

database to find the related sub graph and often return 

result that match with to the user query (e.g.PubChem). 
 

Similarity search is comes under the NP-hard problem. he 

most of owners of graph database not fully aware of the 

information technology resources and different techniques 

that is used for efficient search of their database. For 

example is user gives the query for alcohol structure to 

graph database which took 7 minutes to process query and 

desired result. This type of concert may not best for 

applications. Graph data base grow rapidly in volume 

recent study said that from 2006 to 2013 Pub hems 

database increase day by day from 58 GB to 142 GB. So it 

difficult to process huge amount of data with graph with 
an general service computers. The above mention reasons, 

outsourcing graph database are way to database owner 

.Dedicatedly to big data is delegate to a handling and 

controlling service provider (SP) which is third party. A 

client give query to service provider, as if he/she is access 

a utility and the Service provider provides query handling 

and process on behalf of data owner. Graph data storage 

outsourcing has been use by in lots of business. In lots of 

business. For example, in drug process engineering, lots 

business service providers sustain outsourcing of  

 

 
pharmacy databases. The service provided by the service 

provider may be not trusted. Service provider might 

possible involved in the attack there is possibility user may 

get receive tampered results. For example, Fig.1 shows an 

outsourced. Database with graph an molecular database D, 

a molecule query q and a threshold distance t 0:25.suppose 

that G4, G6 and G7 are graph result. This must be return 

as the queries result.  

 

 
Fig. 1: Example of Outsourced graph database 

 

 
Figure 2: Query graph and Expected Result 
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The service provider (SP) continuously consciously return 

incorrect result (e.g., G3) Fig.2, distort t to 0:1 or returns 

unfair result (e.g., only G4). This is limit the practicality of 

graph database outsourcing. so there is  need of security 

and authentication mechanism is necessary over the 

database outsourcing . In most of place for graph 

searching filtering and verification framework is used, The 

filtering and verification used for indexing and filter the 

data, also used for the validate the queries result, But no 

study or any work done on authentication and encrypting, 
so in this paper more focus on authentication and 

Encoding of graph to reduce the time of uploading the 

graph over cloud compared to the existing system.  

 

II. RELATED WORK 

 

Horst Bunke [15] propose a new graph distance measure 

that is based on the maximal regular sub graph of two 

graphs. The main part of the paper is the formal 

verification that the new distance measure is a metric. An 

benefit of the new distance compute over graph edit 
distance is the fact that it does not  depend on edit costs. It 

is well recognized that any edit distance measure 

significantly depends on the costs of the fundamental edit 

operations. But the difficulty how these edit costs are 

obtain is still unsolved. Using the new distance measure, 

this difficulty can be avoided. 

 

Yuanyuan Zhu[16] discover the problem of finding top-k 

graphs in a graph database that are mainly similar to a 

query graph. This problem has been in many applications, 

like as image retrieving and chemical compound structure 

search. About  the similarity measure in graph database, 
feature based and kernel based similarity measures have 

been used in the literature. But such measures are coarse 

and may lose the connectivity information among 

substructures 

 

Dennis Shasha[17] there five distance-mapping algorithms 

and conduct experiment to compare their performance in 

data clustering applications. These comprise two 

algorithms called FastMap and MetricMap, and three 

hybrid heuristics that combine the two algorithms in 

dissimilar ways. Tentative results on both synthetic and 
RNA data show the superiority of the hybrid algorithms. 

The results involve that FastMap and MetricMap capture 

matching information about distance metrics and therefore 

can be used together to great advantage.  The net outcome 

is that multi-day computations may be complete in 

minutes. 

 

Xifeng Yan[18] investigate the issue of substructure 

similarity search using indexed features in outsource graph 

databases. By transform the edge recreation ratio of a 

query graph into the maximum allowed missing features, 

our structural filtering algorithms, called Grail, can filter 
many graphs without performing two of a kind wise 

similarity computations. It is further shown that using 

either too few or too a lot of features can result in poor 

filtering presentation. Thus the confront is to design an 

effective feature set selection strategy for filtering. By 

tentative the effect of different feature selection 

mechanism, we develop a multi-filter composition 

strategy, where each filter uses a separate and  

corresponding subset of the features. 

 

III.  PROBLEM STATEMENT 

 
In this paper we proposed an Secure and Fast Sub-Graph 

Similarity search is system which is used over outsourced 

cloud database for search graph which are same to a 

queried by the client or user. Graph Data is increasing day 

by day, so database outsourcing is an solution to 

increasing graph database to the database owner. But, 

Cloud Database and query service Authority providers 

might not trust or may be involved in attacks. In this 

paper, we propose authentication process techniques using 

Attribute base encryption for checking user credential 

either trusted or untrusted user to prevent tempering with 
cloud database. we propose a Fast sub graph retrieval 

technique using apriori algorithm. In This paper, we 

propose authentication techniques using Attribute base 

encryption for checking user credential either trusted or 

untrusted user to prevent tempering with cloud database. 

we propose a Fast sub graph retrieval technique using 

apriori algorithm. So user get correct and fast result. 

 

IV.  PROPOSED WORK 

 

We propose the system model, In which having four 

modules are authentication and credential checking ,cloud 
storage ,data owner ,query processing module. Data owner 

of graph upload the graph data over cloud storage in an 

encrypted form. The cloud storage performs mining of sub 

graph and also provides storage. The data owner or client 

give queries the cloud database for retrieval of similar sub 

graph. The authentication and credential checking of client 

and data owner is done by authentication and credential 

module .fig.3 show Architecture of  proposed system 

 

 
Fig. 3 Architecture of Proposed System 

 

The above figure shows the Architecture of Proposed 

System.  
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The system consists of following basic modules which are 

listed and explain below in detail. 

 

A. Authentication and credential 

This module is authenticating user either trusted or 

untrusted and check the user credential using attribute 

based encryption. 

 

B. Cloud Storage 

Outsourced Database which is used to store the user graph 
data and process the query. 

 

C.  Query Processing Module 

This module is optimizing the user query to speed up the 

processing of query over cloud database also encrypt the 

query , mine the result from the cloud database using 

proposed apriori algorithm.  

In prosed system we also implemented the data 

deduplication to avoid the same copy of data over cloud 

storage. In data deduplication the we calculate the hash 

value of data and store over the cloud if user try to upload 
same data file then the hash value is compared with hash 

table. If hash value is not matched then file is uploaded 

else messenger is shown to user file duplication has been 

found .we also embedded the secrete key with file for data 

owner ship. The user can use secrete key to challenge the 

owner ship of file. 

 

D. Mathematical model: 

Set Theory Let I be a set of Input to system and E is 

intermediate operation and D is set of output. 

Input Set 

I= {I1, I2, I3, I4.} 
Where, I1=Graph Data. I2=User Name.  

I3= Credential. I4= Query. 

Intermediate Output Set. 

E= {E1, E2, E3, E4}. 

Where,  

E1=Store Graph Data. E2= Authentication. 

E3= Credential Checking. E4= Process Query. 

Final Output Set. 

D= {D1}. 

Where, D1= Result Graph. 

Following figure shows functional dependency of system: 
 

 
Fig 4: Functional Dependency of system 

E. Algorithm  

Apriori algorithm is proposed approach for the sub graph 

mining in outsource graph database. 

Algorithm: AprioriGraph  

Input   

 D , A Graph Dataset; 

 Min_sup, the minimum support threshold. 

Output: 

 Sk, the frequent substructure set 
Method: 

S1– frequent single elements in the data set; 

Call AprioriGraph (D, min_sup,S1); 

Procedure AprioriGraph (D, min_sup,S1); 

1: SK+1                  Ø; 
2: For each frequent g1 ∈SK do 

3: For each frequent g1 ∈ SK do ∈ 

4: For each size (K+1) graph g formed by the 

      merge of gi and    gj do 

5: If g is frequent in D and g ∉ SK+1then  
6: Insert g into SK+1; 

7: If SK+1   ≠ Ø then 

8: AprioriGraph (D, min_sup, SK+1); 

9: return 

 

V. RESULT  AND  DISCUSSION 

 

The experiment with various dataset input set to the 

proposed system with respect to existing system proves 

that the proposed system having efficient encoding time. 

The time is in millisecond for encoding and Decoding.  
 

TABLE I 
 

Sr. No Decoding 

(MS) 

Encoding 

(MS) 

Number of 

Scp 

1 1 102 3 

2 2 114 4 

3 2 116 5 

4 2 118 6 

5 2 121 7 

6 3 125 8 

 

Form above Table I shows encoding & decoding time 

analysis when share size is K=2.  

 

 
Fig. 3: Impact on Encoding/Decoding time: case 1 

(Base Paper) 
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Fig 3 shows that time required for encoding is increases as 

server count is increase. 
 

TABLE III 
 

Sr. No Decoding 

(MS) 

Encoding Number of 

Scp 

1 1 108 4 

2 1 116 5 

3 2 112 6 

4 2 117 7 

5 2 115 8 

 

Form above Table II shows encoding & decoding time 

analysis when share size is K=3. Fig 4 shows that time 

required for encoding is increases as server count is 

increase 
 

 
Fig. 4:  Impact on Encoding/Decoding time: case 2 

(Base Paper) 
 

TABLE IIIII 
 

Sr. No Encoding( MS) File Size(KB) 

1 36 4 

2 43 5 

3 51 6 

4 63 7 

5 71 8 

6 83 9 

 

Form above Table III Shows contribution encoding time 

analysis on different file size. From fig 5 shows that time 

required for encoding is less than base paper encoding 

time for same file size. Encoding time is linear to file size. 
 

 
FIG. 5:  CONTRIBUTION 

From table IV and Figure 6. Show the clear Comparison of 

the existing system and proposed system contribution. 

From Result analysis it’s clear that Encoding time is less 

as compared to existing system. 
 

TABLE IVV ENCODING ANALYSIS 
 

Sr. 

No 

Base paper 

Case1 

Base paper 

Case2 

Contribution  

1 114 108 36 

2 116 116 43 

3 118 112 51 

4 121 117 63 

5 125 115 71 

6 125 116 83 

 

 
FIG. 6:  ENCODING ANALYSIS 

 

VI.  CONCLUSION  

 
In the present system a secure and fast sub-graph 

Similarity Search in Outsourced Cloud Database with data 

deduplications is evaluated. The prosed system give secure 

and fast result using attribute based encryption by 

checking the client credential and sub graph is searched by 

using apriori algorithm efficiently approach. From the 

result it’s clear that Encoding time is less as compared to 

existing system. 
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